Abstract-In the new scenarios foreseen by the Internet of Things, industrial and commercial systems will be required to detect and localize tagged items with high accuracy, as well as to monitor the level of certain parameters of interest through the deployment of wireless sensors. To meet these challenging requirements, the adoption of passive and semi-passive ultra-wideband (UWB) radio-frequency identification (RFID) appears a promising solution, which overcomes the limitations of standard Gen.2 ultra-high frequency (UHF) RFID. The design and implementation of such systems pose several practical constraints, impacting the overall network architecture. In this paper, the main issues and challenging aspects for the design of a UWB-RFID network considering architectural and protocol choices are discussed in a unitary framework, and practical solutions, accounting for the presented issues, are proposed. Moreover, the possible integration of UWB-RFID with standard Gen.2 UHF-RFID is proposed as an interesting option, discussing architectural solutions, their advantages, and drawbacks.
I. INTRODUCTION
T HE "INTERNET OF THINGS" (IoT) paradigm is gaining a particular interest for industrial and commercial applications, as it enables a smart connectivity among objects, machines and persons [1] . In this context, the possibility to get real time information from objects and machines, for example, data collected from integrated sensors, in addition to their location in the environment is an important requirement [2] , and real-time locating systems (RTLS) represent a candidate to succeed in this goal [3] . Prior to localization, objects need to be identified and, often, some of their properties have to be monitored; to meet this functionality, radio-frequency identification (RFID) systems represent the state-of-the art technology. The increased popularity of these systems derives mainly from the very low cost and extremely low power consumption when passive or semi-passive tags are adopted [4] , [5] . The integration of RTLS with RFID will enable new opportunities in terms of joint identification and localization and represents one of the most interesting architectures for "Internet of Things" (IoT) applications [6] . In many scenarios, different levels of localization accuracy are required: for instance, a few meters for access control (identification), or up to a few centimeters for sorting processes on conveyor belts, as depicted in Fig. 1 . While rough localization precision can be obtained with current RFID technology [7] - [9] , sub-meter accuracy requires a technology shift. A possibility is represented by the adoption of ultra-wideband (UWB) signals. In fact, the transmission of pulses with the duration in the order of a few nanoseconds guarantees high localization accuracy thanks to precise timeof-arrival (TOA) estimation [10] , [11] . Therefore the joint use of the passive RFID and UWB technologies represents a very appealing solution, and it has been recently proposed [12] . Moreover, additional interest is related to such a technology for two capabilities: (i) the possible integration of sensors to monitor parameters related to the quality of goods or the environment [13] ; (ii) the possibility of including in the same network radar functionalities enabling detection of untagged moving persons and objects in the monitored area [6] , [14] , [15] . Several works have analyzed the joint adoption of UWB and RFID technologies, especially considering active UWB-RFID schemes [16] , [17] . For example, in [18] and [19] active reflectors at tag side are exploited to reinforce the backscattered signal. Unfortunately, the strict constraints on the energy consumption make solutions based on passive or semi-passive tags more appealing as proposed and investigated in [20] - [22] , since tag-reader communication is performed by the modulation of the backscatter signal at tag side.
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See http://www.ieee.org/publications_standards/publications/rights/index.html for more information. no works presenting a global system-perspective of the overall UWB-RFID network architecture and related implementation issues, which significantly differ from ordinary communications and RFID systems. In fact, only practical analyses of specific topics are available. For example, in [21] and [23] the UWB backscattering scheme has been analyzed under simplified assumptions, whereas ad hoc prototypes for specific applications are described in [24] . Some papers address only partially the characteristic implementation problems of such architecture and normally consider single-tag operations [22] . For instance, the near-far interference effects and the poor link budget due to the two-hop communication link have been considered, respectively in [25] and [26] . However, their impact on the design of the analog-to-digital converter (ADC) at the receiver has not been addressed yet. In particular, an ad hoc analysis is necessary to assess the detection and demodulation capability of the receiver as a function of the ADC dynamic range and quantization levels when in the presence of clutter and multi-user interference (MUI). In addition, network-related aspects, such as multi-reader deployment and synchronization, have not received any attention despite their critical effects, as shown in this paper. An effective design of the UWB-RFID network requires all these aspects being accounted simultaneously as they are interlaced each other. In this paper, we fill in the gap with the previous literature by presenting in a unitary form a possible and effective design of passive UWB-RFID networks, with particular emphasis on system-related aspects. 1 The considered UWB-RFID network is composed of readers monitoring an area where tags have to be localized. In particular, tags are semi-passive and based on UWB backscatter modulation, where the low amount of available energy from harvesting or batteries is used only for memory access and to power up the backscatter modulator [12] . 2 Moreover, in the perspective of a backward compatibility with existing RFID technologies, a completely novel architecture combining the UWB-RFID with today's Gen.2 ultra-high frequency (UHF)-RFID is proposed, and its 1 Some of the design guidelines here reported have been exploited in the context of the European project SELECT during the system implementation [24] . 2 Tags are not equipped with an active transmitter.
interesting characteristics for applications in industrial and commercial contexts are presented. Summarizing, the main contributions of the papers are:
• The review of the main issues and challenging aspects for the realization of a UWB-RFID network with tags based on backscatter modulation, by considering architectural and protocol choices; • The investigation of design guidelines for tags and readers, accounting for hardware constraints: in particular, the possible reader configurations are analyzed, the synchronization and communication aspects are addressed, and the implementation issues, constraints and innovative solutions are described; • The introduction of a novel hybrid UHF-UWB RFID architecture, ensuring compatibility with standard Gen.2 UHF-RFID. The rest of the paper is organized as follows. Sec. II shows the architecture and the signaling scheme considered for the UWB-RFID system. Sec. III describes the main signal processing tasks and revises the problems with the developed solutions. In Sec. IV and Sec. V receiver design and the network deployment issues, respectively, are addressed, starting from the analysis conducted in the previous sections. Sec. VI introduces a new alternative scheme accounting for a tight interaction between the standard Gen.2 UHF-RFID and the novel UWB-RFID, and discusses its various advantages. Finally, Sec. VII concludes the discussion.
II. SYSTEM ARCHITECTURE A classical RFID scenario is composed of reference nodes, usually referred to as readers and placed in known positions, and tags. Contrarily to tags, readers are active entities capable of transmitting, receiving and processing signals. The goal of the network is to detect the presence of passive tags and estimate their position by analyzing their modulated backscattered response. This modulation is realized by changing the load connected to the tag's antenna [4] . Localization is enabled by the estimation of the signals' propagation time, leading then to distance estimates between readers and tags adopted as input in trilateration-based positioning algorithms (see Sec. V-C).
In this work, the scenario reported in Fig. 2 , with the readers at the corners of a square cell, is considered as a reference for the discussion. Obviously, the readers' position can be varied according to the needs, but such placement is assumed as it can guarantee a good coverage of the monitored area. In fact, each tag has to be read by at least three different readers to provide unambiguous localization [3] .
A. UWB-RFID Network
The overall UWB-RFID network architecture comprises a central unit, readers and tags. Each reader communicates with the central unit mostly for transferring the signal processing data (e.g., the TOA estimates allowing the tag localization). In addition, these connections can be exploited to ensure a general coarse synchronization between the readers, as well as for network maintenance. Reader synchronization will be further detailed in Sec. V-B. 
In [6] , two different reader configurations are distinguished. In the former, the monostatic network, transmitters are co-located with receivers in known positions p Ri = (x Ri , y Ri ), with i = 1, 2, . . . , N r , and each reader post-processes only the backscattered signal related to its transmitting section. In the latter, the multistatic network, transmitters and receivers placed in p T j = (x T j , y T j ) and p Ri = (x Ri , y Ri ), respectively, with j = 1, 2, . . . , N t , and i = 1, 2, . . . , N r , are not necessarily co-located. In fact, each receiver can post-process the backscattered signal related to other transmitters. Note that while in traditional RFID systems readers are usually in monostatic configuration, here transmitters and receivers can be also separated. Then, synchronization with a separated transmitter has to be addressed (see Sec. V-B). The two solutions may be also combined in hybrid architectures, where a receiver listens to a subset of the transmitted interrogation signals. In the remainder of the paper it is referred to as reader the reference node composed of at least a receiver. Recently, practical advantages of multistatic configurations for RFID networks, including enhanced localization accuracy and interference rejection, have been highlighted [6] , [27] , [28] .
B. Signaling Scheme
Several signal processing tasks have to be accomplished by the readers in order to provide information about the tags to the network. The first task consists of tag detection, that is the process to determine the presence of a tag in a monitored area. Secondly, the reader has to perform TOA estimation, thus enabling localization capabilities by fusing at the central unit several tag observations. Due to the low complexity of the tag and to the fact that tags cannot directly communicate, no cooperative techniques can be exploited for performance improvement and coverage extension. Consequently, each point of the monitored area must be directly covered by a sufficient number of readers. Finally, if the tag itself contains data to be transmitted to the reader (e.g., because it has an embedded sensor, or data related to the object to which it is attached), the receiver has to perform signal demodulation.
In the following discussion, concerning the processing requirements previously listed, consider the scenario of Fig. 2 , where each reader interrogates N tag tags located in the area. In Fig. 3 the architectures for tag and reader, with separated transmitter and receiver, are shown. During the interrogation phase, the j th transmitter sends an UWB interrogation signal composed of symbols of duration T s , each given by
where {d
n } is the j th transmitter's code, N c , N pc , N p , are the number of chips (code length), pulses per chip and transmitted symbols, respectively, T c and T s are the chip and symbol time, respectively, and p(t) is the transmitted UWB pulse, repeated with pulse repetition period (PRP) T p .
The tag switches its backscatter modulator status at each chip time T c , according to an antipodal binary code {c Fig. 4 , when a single UWB pulse is emitted by the reader. As can be noticed, there is a polarity change in the reflected antenna mode component, which is the only part depending on the antenna load, and that can be exploited for tag identification and localization with the signal processing herein described. 3 Considering N p transmitted symbols, the backscatter modulator signal commanding the switch of the kth tag is
with (t) denoting the rectangular function of unitary duration for t ∈ [0, 1]. In this way, the polarity of the backscattered signal changes at each chip time T c according to the kth tag's code value c
n , with k ∈ T , while the polarity of the whole symbol composed of N s pulses is modulated according to the data bit b
m ∈ {±1} transmitted from the tag to the reader [32] . Each interrogation signal is backscattered by the tags as well as by the surrounding scatterers of the environment. Specifically, the signal at the i th receiver due to the signal transmitted by the j th transmitter, can be written as
where r T i, j (t) denotes the tags contribution 4 and r S i, j (t) accounts for the static contribution (comprehensive of multipath) between transmitter and receiver. 5 Finally, n(t) models the additive white Gaussian noise (AWGN) with one-sided power spectral density N 0 .
The tags' contribution is given by 6
where h
is the downlink channel impulse response (CIR), de-embedded of the propagation time, related to the link j th transmitter -kth tag, h
is the uplink CIR related to the link kth tag -i th receiver.
It is possible to rearrange (4) as
where τ i, j,k is the signal TOA, considered with respect to the transmitter's clock, and
, where d T j is the distance between the j th transmitter and the tag, d Ri is the distance between the tag and the i th receiver, 7 and c denotes the speed of light.
Note that the round trip backscattering channel is strongly unfavorable from the energetic point of view, since the received backscattered signal experiences twice the path loss between the reader and the tag 8 [35] - [37] . In fact, the distancedependence of the received signal power scales, in free space, with the fourth power of the reader-tag distance, resulting in a maximum reading distance much smaller than for an ordinary one-hop communication link [38] . It is important to underline that the tag backscattering behavior is impacted by the presence of the object on which it is attached. However, differently from standard UHF-RFID, the typical materials which constitute the objects where tags are attached to do not detune significantly the tag thanks to the large bandwidth adopted [39] .
Together with the tag response, the receivers collect the signal reflected by the surrounding environment, which composes the static contribution (clutter component). Such a static contribution r S i, j (t) in (3) is
having indicated with h
(t) the CIR of the link between the j th transmitter and the i th receiver, independent of tags' backscattering. As before, (6) can be reformulated as
where τ i, j is the signal TOA, considered with respect to the transmitter's clock, and
(t) is the channel response to g(t) for the static contribution. Specifically it is τ i, j = d i, j /c, where d i, j is the distance between the j th transmitter and the i th receiver.
Discrimination between the useful contribution backscattered from the kth tag and those reflected by other tags and the direct transmitter-to-receiver signal is ensured by a de-spreading procedure at the receiver (see Fig. 3 ). Specifically, the separation is enabled by the adoption of different spreading codes, since the tag signals are modulated according to the composed code {d
n }, while the static contribution independent of tags' backscattering is modulated according to the transmitter code {d
n } only [6] . In the following, starting from the signaling scheme here described, the management of the tags in the scenario is described.
III. TAG MANAGEMENT
When multiple UWB tags based on backscatter modulation are deployed in the environment, several aspects have to be accounted. Here the solutions developed for tag management are reported in a unitary form, in order to drive the subsequent discussion about the receiver design and the network deployment of Sec. IV and Sec. V.
A. Tag Synchronization
Tag synchronization is a crucial operation in the UWB-RFID systems. In fact, if code generators of tags are completely free running, the reader must perform an exhaustive code acquisition search in order to synchronize its local code generator, used for the de-spreading, with that of the intended useful tag to be detected. In addition, the level of reader-tag synchronization imposes constraints on the tag codes assignment to counteract MUI, as detailed in Sec. III-C. To accomplish this task, an additional narrowband link, for example in the UHF band or in the 2.4 GHz band, can be used to derive the synchronization signal necessary to wake-up tags, initially in an idle state, and to reset the tags' spreading code generators. The same wake-up signal can also be used to energize the tag by exploiting energy harvesting techniques, thus making the tag fully passive, that is, energy autonomous. In fact, due to the stringent emission limits on the UWB mask, no significant energy can be extracted by the UWB interrogation signals of readers to power up the tags. Among the various possibilities, an interesting solution is to perform the reset of the tag code generator on the falling edge of a wake-up continuous wave (CW) carrier received by tags, as shown in Fig. 5 . Note that the CW powers up tags, by charging a capacitor via the antenna and a rectifier circuit. Once the CW signal has ended, the falling of the resulting voltage is used for initiating the backscatter modulation of the UWB signals. In this way the propagationdependent capacitor charge time 9 does not play a significant role in the synchronization jitter, since the discharge starting event is not affected by the path loss and depends only on the tags' circuitry. Such solutions have been proposed and experimented in [19] and [40] . The maximum offset after this procedure is expected to be in the order of a few microseconds. Moreover, if the narrowband link exploited for wake-up is modulated with a proper signal (e.g., exploiting amplitude shift keying (ASK)/on-off keying (OOK) modulations), the demodulated signal at tag side can serve as reference to lock the local tag oscillator, and helps to prevent the clock drift effects [25] . Such clock drifts could be present at tag side due to the expected poor characteristics of the low-cost oscillators driving the backscatter modulator. 10 The clock drift determines a time slide between the modulation signal in the tag and the de-spreading at the reader that might compromise the correct detection of the signal. The longer is the duration of the UWB packet, that is N p T s , the more the drift effect is detrimental.
B. Tag Detection
Once tags are synchronized, the UWB reader-tag communication begins, since tags start modulating the transmitted pulses that are successively received by the readers (see Fig. 5 ).
As described in Sec. II-B, tag multiple access is realized thanks to the assignment of different spreading codes to tags. In this case, since we are in presence of a code division multiple access (CDMA) and each spreading code is uniquely assigned to a tag, a decision at the output of the de-spreading phase is sufficient to accomplish the identification purpose. De-spreading is operated, as described in [32] , by accumulating the responses of the N s pulses that compose a symbol. In particular, each response of the channel to a transmitted pulse is multiplied at receiver side by the code elementd 
n , where · indicates the floor operation. Such a de-spreading operation allows isolating the signals related to a specific transmitter-tag pair from clutter and interference, and produces a processing gain counteracting the receiver noise [32] .
The optimal processing technique requires a matched filter [32] but its implementation is often too complex due to the large bandwidth so energy-based detection techniques are usually considered [21] . Generically, tag detection is realized at each reader by checking if the de-spreading output level related to a specific tag code is above a certain threshold. When more than one reader is tuned to the same tag, the decision on the tag presence can be taken by properly combining the different observations in the central unit. The detection and demodulation of multiple tags require the replication of the same receiver structure, with multiple de-spreaders each tuned to a specific tag code. Alternatively, the same de-spreader can be re-used for different tags in different interrogation cycles, changing properly the tag code, at the expense of the refresh rate, that is the capability of the system of offering a new reading of a specific tag.
It is important to underline that even if tag detection has been properly performed, the receiver has to continue track a certain tag code to follow the tag clock drift. Note that in UWB backscattering, the clock drift at tag side does not affect the TOA of the backscattered pulse (which is determined only by the transmitter, supposed to be equipped with a highaccuracy clock), but it affects the pulses modulation operated by spreading codes. In addition to detection, demodulation of the bits {b sequence of N s pulses composing a symbol, as described in [32] .
In order to have an idea of potential operating ranges, Table I shows the number of pulses N s required to ensure a theoretical reader-tag distance, in monostatic configuration, when an energy detector receiver is considered, for a signalto-noise ratio (SNR) which let to guarantee a probability of false alarm 10 −3 and a probability of detection 0.9, under the European mask constraint [21] . In the same table the maximum refresh rate when a packet of 128 bits is transmitted from the tag to the reader is also shown. 11 Notice that the refresh rate shown in Table I can be significantly increased if a code c (k) n is uniquely assigned to a tag. In fact, in this case, there is direct correspondence between the UWB spreading code and the tag ID, so tag detection is sufficient for providing to the reader the tag identity. Here and in the following of the paper, results have been obtained considering the system parameters reported in Table II . It is important to underline that the larger is N s (i.e., the symbol time), the longer will be the maximum operating reader-tag distance, thanks to an increasing processing gain at receiver side. As reported in Sec. II-B, the number of pulses per symbol N s is determined by both the code length N c and by the number of pulses per chip N pc . In general, increasing the number of pulses per chip, with a fixed PRP, decreases the energy consumption since the tag average switching rate between open and short circuit is decremented. Furthermore, as described in [21] , this helps on avoiding detrimental effects due to synchronization mismatches between tags and receivers.
C. Multi-Tag Interference
With the proposed CDMA scheme, all tags present in the monitored area simultaneously respond to the reader interrogation, without the need of any anti-collision protocol as required in the EPC Gen.2 RFID standard [42] , [43] . Such an access technique poses particular constraints in terms of code assignment to tags. The behavior of the adopted codes, and the degree of synchronization between readers and tags, determine the amount of interference at the receiver. Such interference may produce false alarms during the detection of a desired tag [25] and worsen the demodulation performance [32] . Moreover, due to the two-hop propagation link characteristic of backscatter propagation, near-far interference effects can drastically affect the performance; in fact, a tag close to a reader can produce an irreducible interference on the detector output of a farer tag, preventing the possibility of a correct detection. An extensive analysis of the code assignment strategies for tags and an overview of their design guidelines is reported in [21] . We want here to stress the importance of adopting balanced, or quasi-balanced, codes (i.e., codes with zero mean value) that allow the clutter cancellation at receiver side [32] , as will be discussed in the next section.
A main limitation of the analyzed CDMA scheme is represented by the necessity of providing each tag with a unique spreading code. Table III reports the number of different available codewords for several code families of interest for the UWB-RFID system, considering typical codes lengths. As example, a good choice allowing a substantial trade-off between interference mitigation, complexity and detection performance is N c = 128, as shown in [21] . In this case, adopting balanced Gold codes, which represent good candidates, only 65 different tags can be managed. Note that, in case of good reader-tag synchronization, the same spreading code can be assigned to several tags with a different initial phase shift, providing that this is greater than the possible level of asynchronism of the system. In this manner the number of manageable tags is increased. A new alternative solution capable of overcoming the limitation on the number of different tags will be introduced in Sec. VI.
D. Clutter Removal
The RFID-UWB system suffers from clutter that is determined by the environmental response not depending on tag's backscattering [12] . In monostatic networks the clutter includes the transmitting-receiving antenna coupling, which can be avoided with time-gating operations on the received signal [22] , resulting in blind zones around the reader where the tag cannot be detected. Another clutter contribution is given by the tag's structural mode, which is the backscattered component independent of the tag's antenna load. In this case, it has been proposed to separate in the time-domain the structural and the antenna mode by adopting a delay line at tag side between the antenna port and the backscattering modulator [22] , [30] . The last clutter contribution is given by the response of the environment. The ensemble of all these signals determines the static contribution r S i, j (t) at receiver side.
The clutter component must be properly canceled in order to provide robust tag detection. The proposed CDMA approach is intrinsically immune to clutter if balanced codes are adopted at tag side, regardless of the reader's code [6] , [32] . In fact, with the de-spreading, each static response to a transmitted pulse is multiplied for the tag code c (k) n and accumulated; the balanced tag code makes then null the clutter output contribution after the accumulation of the N s pulses. Alternative solutions for clutter suppression deal with classical radar signal processing, such as filtering techniques that remove the estimated background response when the tag is absent [22] . The main drawbacks are represented by the necessity of channel estimation and very high-speed signal processing, additionally with severe limitations in terms of tag movement.
From the implementation point of view, one of the main challenges is the digital removal of the clutter component, whose level is usually several orders of magnitude higher than signals from tags, as will be studied in Sec. IV-A, thus conditioning the required dynamic range at the receiver.
IV. RECEIVER DESIGN
In the previous sections, a survey of the main challenges related to the design of the passive UWB-RFID system was presented. Now, starting from the issues and constraints underlined, the main guidelines for the receiver design will be derived, based also on so-far unexplored reader configurations for RFID applications. Note that such a design must be carefully carried out due to the specificity of the considered system where different signal components are present at the reader input. In fact, as will be investigated, the signals of interest coming from tags are dominated by the various static contributions (i.e., the clutter), and the receiver must properly handle such weak signals preventing ADC saturation due to the strongest components.
A. Receiver Dynamic Range
In the practical implementation of the UWB receiver it is important to account for the relative levels of the received signals, both useful and interfering, in order to reduce the possibility of ADC saturation and poor quantization. For this reason, the signal characteristics expected at the receiving antenna port are now analyzed. Specifically, the received signal is composed of the following components:
1) The signals backscattered by the tags, related to the interrogation of a specific transmitter, which the reader wants to demodulate; 2) The signals backscattered by the tags related to the interrogation signal coming from other transmitters (i.e., an interference component); 3) The interference of other transmitters, that is, the ensemble of signals emitted by other transmitters independent of tags' backscattering; 4) The signal emitted by a co-located transmitter and reflected by the environment, independent of tags' backscattering. The first two components are the tags' contribution r T i, j (t); the last two components are the static contribution (i.e., clutter) r S i, j (t) (see Sec. II-B). For the sake of a complete characterization of the dynamic range, it is important to analyze the expected amplitude of these signals, as well as the ratio between the strongest input signal and the signal backscattered by the intended tag (useful tag), which is supposed to be strongly attenuated by the two-way channel.
Assuming for simplicity a monostatic configuration, the path loss related to the different components of the received signal, obtained adopting the free-space propagation model at a single central frequency, can be written as
where G r and G t are the reader and tag antenna gain, respectively, λ is the wavelength and L t accounts for the tag losses coming from the backscatter modulator, polarization mismatches and additional non-ideal effects. 12 In fact, each tag is usually attached to a bigger object whose reflection properties, characterized by its RCS, could determine the presence of a strong clutter component having a TOA comparable to that of the useful signal.
In Fig. 6 , the peaks of the received signal components are reported considering the reference scenario of Fig. 2 , where 4 readers are placed at the corner of a (7 × 7) m 2 area. An object attached to the tag, with the RCS of a square metallic plate of dimensions (30 × 30 ) cm 2 , is considered as scatter. The figure illustrates that the maximum received signal component is usually the one coming from the opposite transmitter. For this reason, a strong interference mitigation capability is requested for the de-spreading operation. In nonsynchronous scenarios such a mitigation capability is hard to guarantee [21] and time division multiple access (TDMA) techniques between different transmitters have to be adopted to avoid interference, as discussed in Sec. V-A. 12 For UWB signals all the terms should be characterized as function of the frequency. This is a central-frequency approximation useful for understanding the order of magnitude of the signal level at receiver side. The first term PL (1, 2) i,k accounts for the useful transmitter-tag-receiver backscattering information signal, or equivalently for the interfering component of a different tag. The term PL (3) i, j accounts for the direct path coming from an interfering transmitter, while PL (4) i,k for a clutter component, here approximated with the reflection from a scatter with a radar cross section (RCS) σ placed in the tag's position. 
B. Analog-to-Digital Conversion
As previously stated, the receiver has to perform the signal de-spreading to detect and demodulate the tag signal. This process is generally performed in digital and, consequently, the ADC dynamic must be set to prevent saturation from the strongest signal components, that is, interference and clutter. In general, the receiver low-noise amplifier (LNA) must be designed to prevent saturation from the direct signals coming from other transmitters. It is important to underline that, as it will be described in Sec. V-B, in some cases the direct transmitter-to-receiver signals can be exploited for synchronization and integration of radar capabilities; in such cases, even if TDMA is adopted to handle the interferencefree access of different transmitters, a proper gain control has to be implemented to adapt the ADC dynamic to the input signals of different amplitude.
The number of quantization levels is then designed, as usual, for ensuring a satisfactory signal-to-quantizationnoise ratio (SQNR) for the maximum allowed reader-tag distance (worst case). Note that the number of quantization bits is in general higher than that in the case of traditional one-way active communication links due to the two-hop channel and the corresponding poor link budget. In general, a multistatic configuration requires less bits for the ADC conversion, since the received tag signal experiences a lower dynamic for different receiver-tag distances. Fig. 7 presents the SQNR obtained at the output of the ADC whose maximum dynamic is adjusted considering the signal from the opposite transmitter in the reference square cell, as function of the reader-tag distance and for different number of quantization bits m. It is immediate to observe how a high number of bits is necessary to provide a satisfactory SQNR so that the quantization noise is negligible with respect to the thermal noise (e.g., 14 bits for a SQNR of 20 dB at 9 m reader-tag distance). Fortunately, this requirement can be relaxed by considering the presence of the digital de-spreading process. In fact, in Appendix VII it is shown that, in presence of low SNR conditions, as the case of the received UWB tag signal, the process gain is beneficial for increasing the effective SQNR, as SQNR out = N s SQNR in , where SQNR in and SQNR out refer to the SQNR at the input and at the output of the de-spreader, respectively. In this manner, the target SQNR at the output of the ADC can be reduced, resulting in a lower number of quantization bits. As an example, for a tag distance of 9 m with N s = 32768, a SQNR out of 20 dB can be obtained with SQNR in = −25 dB, reflecting in the adoption of 7 bits instead of 15.
An example of a receiver based on the scheme reported in [44] , which prevents sampling at Nyquist rate, adopting 12 bits ADCs for the UWB-RFID reader is described in [24] .
V. NETWORK DEPLOYMENT
In this section the challenges and the solutions concerning the multi-reader network deployment are presented.
A. Multi-Reader Coexistence
As already described, in the UWB-RFID network several readers monitor a certain area (four in the reference scenario of Fig. 2) . It is then necessary to enable the possibility of accessing the same tag by multiple transmitters, with a potential problem of inter-reader interference.
For this analysis, the reference scenario reported in Fig. 2 is considered. As worst case, the presence of obstacles is neglected, assuming that the largest interference comes from the opposite transmitter in case of line-of-sight propagation. 13 Without loss of generality, we focus on the interference generated by Reader 3 (opposite transmitter) on the Reader 1, whose aim is to detect the tag presence by analyzing the backscattered response to its own transmitted signal. Thus, it is possible to foresee three different signal contributions:
1) The interfering signal of Reader 3 backscattered by the intended useful tag for Reader 1; 2) The direct path (and the multipath) between Reader 3 and Reader 1, responsible for the strongest interfering signal; 13 In general it is possible to assume a lower level for the interference of the two neighbor readers in the case of partial directive antennas at transmitting and/or receiving stage, while a higher level for the interference coming from the two neighbor readers in case of adoption of omnidirectional antennas.
3) The interfering signal of Reader 3 backscattered by a tag different from the useful one. 1) CDMA Approach: If a CDMA-based technique is adopted for handling the multi-reader access, even a low residual interference component can completely vanish the possibility of detecting a tag signal. 14 We assume that the interrogation signals transmitted by Reader 3 and Reader 1 are generated adopting the spreading codes {d (3) n } and {d (1) n }, respectively, and that the useful and the interfering tags have codes {c (u) n } and {c (int) n }, respectively. To detect the presence of the useful tag, Reader 1 performs a de-spreading using the composed code {d (1) n ·c (u) n }. In particular, relating to the previously presented three cases, the multi-reader interference is cancelled provided that the following three conditions are satisfied:
• Cancellation of the Reader 3 interference component modulated by the useful tag:
• Cancellation of the direct Reader 3-Reader 1 interference:
• Cancellation of the Reader 3 interference component modulated by the interfering tag:
Note that condition (11) is satisfied adopting orthogonal codes and ensuring a tight synchronization between the readers (see Sec. V-B). Differently, (12) and (13) are substantially different from the classical conditions where good cross-correlation properties are required between pair of codewords [45] , since here the products of three or four codewords are involved. These stringent requirements must be fulfilled for all the possible reader codes d
n and all the possible tag codes c (k) n (and their cyclic shifts due to the partial tag asynchronism) since it is necessary to remove the interference due to all the possible readers and tags. Due to the additional constraints on tag code properties [21] , this poses several challenges on reader codes design, especially for the almost-ideal interference cancellation capability required.
2) TDMA Approach: For the aforementioned analysis, it is clear how the simultaneous interrogation of multiple transmitters is critical, and simpler solutions, such as TDMA, have to be accounted especially for low-complexity realizations. Specifically this consists on alternating in a cyclic way the transmitter, and setting the other readers in receiving mode. With the TDMA, the interference problem coming from other transmitters is completely avoided. TDMA can be performed at different rates considering the alternation of the transmitter, for example, each symbol or each packet.
Decreasing the switching rate between transmitters (e.g., implementing TDMA at packet level) allows preventing problems deriving from synchronization mismatches, whereas the main drawback is the reduction of the refresh rate and constraints on the maximum tags' allowed speed, when tag tracking is performed. It is worthwhile to highlight that even the multi-reader access is TDMA-based, the multi-tag access is still CDMA-based.
3) Multistatic Configuration: An interesting alternative is represented by the adoption of a multistatic configuration with one only transmitter and at least 3 receivers [6] . In this manner the number of receivers is sufficient to provide unambiguous localization and the multi-transmitter interference problem is completely avoided. On the contrary, with this configuration, the diversity provided by the signals from more than one transmitter is no more available, and it is fundamental to guarantee the perfect visibility of the tag antenna with the transmitter, avoiding non-line-of-sight (NLOS) conditions.
B. Reader Synchronization
Readers must be kept synchronized in order to ensure satisfactory multiple access performance and to allow multistatic functionalities. Coarse synchronization can be provided with the reader-central unit links (e.g., realized with a standard Ethernet protocol). Fine synchronization can exploit the same UWB interrogation signals emitted by transmitters, hence re-using the same hardware developed for tag detection. In fact, the lower path loss of the direct transmitterto-receiver link ensures a very high SNR for the demodulation of the transmitter signal (static contribution), allowing very accurate (sub-nanosecond) TOA estimation. In this case, the de-spreading is operated according to the incoming transmitter coded ( j ) n only, without accounting for the tag code. Since the transmitter-receiver distance is fixed, TOA estimation can be compared with the expected propagation time between the two antennas, adjusting consequently the reader's clock according to the difference between the estimated and expected range. The process can be further iterated until the difference in the clock adjustment falls below a threshold, indicating the reached synchronism.
Summarizing, the synchronization process is enabled through two facts: (i) transmitters are placed in known positions; (ii) de-spreading operation is conducted exploiting the transmitters' code {d
n } only, resulting in the isolation of the static contribution r S i, j (t) at receiver side. Specifically, by performing TOA estimation on the signal r S i, j (t), the i th receiver estimates τ i, j = τ i, j + T i, j , where T i, j is the unknown clock offset between the j th transmitter and the i th receiver. Since transmitters' and receivers' positions are known, the true distance d i, j = |p T j − p Ri | between the transmitter and the receiver composing the bistatic pair can be exploited to determine T i, j and synchronize the receiver with the transmitter.
C. Tag Localization
After the initial reader synchronization step, a second de-spreading operation conducted with the composed Fig. 8 .
Complementary cumulative distribution function (CCDF) of the localization error for different number of pulses per symbol.
code {d
n } allows isolating the kth tag component r T i, j (t). Now, TOA estimation of such a signal givesτ i, j,k , and consequentlyd i, j,k = cτ i, j,k , which corresponds to the estimation of the sum d T j + d Ri . The termd i, j,k can be exploited to define the ellipse related to the bistatic pair of interest, with the foci located in the considered transmitter and receiver. With the intersection of several ellipses the tag's position is then determined [46] , as usually realized in radar networks where transmitters and receivers are often not co-located. Notice that, when a monostatic configuration is adopted, the receiver is intrinsically synchronous with the co-located transmitter, and the reader-tag distance is directly computed from the signal round-trip time (RTT). In this case localization is simply realized with the intersection of circumferences [3] . Fig. 8 presents the localization performance in terms of complementary cumulative distribution function (CCDF) of the localization error in the reference scenario of Fig. 2 , when TOA estimation is performed with an energy detector with optimum threshold [10] . A monostatic configuration is considered, and the TOA estimates collected at the three readers receiving the greatest amount of power from the tag were selected as input of a standard least squares localization algorithm [3] . Simulation accounts for 10 5 static random test positions. It is evident that by increasing the number of pulses per symbol N s the localization performance is improved, thanks to the additional process gain determining more accurate TOA estimates. Adopting N s = 32768, a localization error below 10 cm is guaranteed for the 90% of the tag positions in the reference scenario, making the solution very appealing for practical applications. Recently, performance bounds for the localization accuracy in both monostatic and multistatic RFID configurations have been derived [6] , [47] , highlighting the role of system parameters, network configuration and topology.
VI. AN ALTERNATIVE APPROACH:
HYBRID UHF-UWB TAGS
In the previous sections, it has been shown that even if the passive UWB-RFID architecture is very promising, it might suffer from several issues that can increase the system complexity. Thus, in this section, a new appealing solution for IoT applications is introduced. The idea is based on the integration of the previously described UWB tag with a standard UHF EPC Gen.2 tag.
Consider a typical supply chain scenario, where these proposed hybrid RFID tags are applied on goods which travel inside the factory. Tag identification can be normally realized with the UHF Gen.2 readers, exploiting the compatibility of the tags with the standard protocol. When goods enter in a critical area where high-accuracy location information is fundamental, for example in a section of a conveyor belt where they need to be correctly sorted (see Fig. 1 ) [48] - [50] , the additional UWB interface can fulfill the high-accuracy localization requirement. Fig. 9 presents the scheme of the hybrid UHF-UWB tag, which offers the important advantage of resulting compatible with the state-of-the-art Gen.2 tag. The UWB interface can be viewed as an add-on allowing accurate tag localization, which represents an extremely appealing feature for practical applications. In the following, two possible architectures exploiting these hybrid tags are discussed.
A. Option 1: UHF-UWB Portals
The first architectural solution for the exploitation of the hybrid UHF-UWB tags consists in the adoption of a UHF portal placed at the entrance of the area where localization becomes critical. Such a portal guarantees a log-in phase of the hybrid tags that are registered in the critical area. However, differently from the stand-alone UWB tags previously described, the portal assigns a dedicated code c (k) n to each tag by exploiting the Gen.2 link communication capability. Such code is successively adopted by the UWB-RFID network for providing simultaneous localization of multiple tags inside that critical area only. In this manner, the few available codes can be reused in several separated areas, managed by different portals, improving the system efficiency and avoiding the need of a unique spreading code per tag. Moreover, the standard Gen.2 tag-reader link can be used also for data communication (i.e., to transfer sensor data from the tag). In this case, there is no need of exploiting the UWB tag-reader link for data communication, and a single bit in the UWB packet, that is, N p = 1, is sufficient for tag ranging (i.e., only N s pulses per tag are sent and backscattered). In this way, the specifications on the tag local oscillator can be relaxed, as well as the clock drift problem will not impact the short transmitted packet [25] . Since now only one bit is transmitted, the number of pulses N s can be significantly enlarged to provide improved detection range and accurate TOA estimation thanks to the increased process gain. Such an architectural solution ensures high refresh rates since the simultaneous CDMA of tags is exploited, but maintains the intrinsic problems discussed in the previous sections of the UWB-RFID, such as multi-reader and multi-tag interference. The last effect can be partially mitigated by the exploitation of several portals with only few tags simultaneously active. It is important to underline that the tag power consumption is increased due to the presence of the Gen.2 UHF circuitry with respect to the stand-alone UWB tag.
B. Option 2: Tight UHF-UWB Interaction
This second architectural solution is capable of overcoming the multi-tag interference problem, as it is completely managed by the standard Gen.2 RFID. The idea is to introduce a tight interaction between the UHF and the UWB protocols [51] . In this case, the UHF reader broadcasts an addressing command for a specific tag with the Gen.2 signaling. All the tags demodulate such UHF Gen.2 signal, but only the specific tag addressed activates its UWB backscatter modulator. In such a manner, only one UWB tag is active in each interrogation and, consequently, the multi-tag interference is completely avoided. In addition, the receiver structure is enormously simplified, as only one code is shared among all tags without the need of replicating the receiver structure. Thus, differently from the adoption of the stand-alone passive UWB-RFID, the UHF-UWB system has no limitations in terms of number of manageable tags. As for the previous option, data communication can be performed with the UHF link in order to maintain a short UWB packet and increase the number of pulses per symbol. Finally, this alternative solution is beneficial also for the multi-reader deployment. In fact, conditions (11), (12), (13) necessary for avoiding multi-reader interference are easily satisfied since, with the adoption of this architecture, only one tag backscatters the incoming reader signals. Consequently, good cross-correlation properties are easier to find with a single tag codeword.
These solutions let to merge most of the benefits of both UHF and UWB RFID schemes, by maintaining a substantial low system complexity.
VII. CONCLUSION
In this work, the system design of a UWB-RFID network for tag localization in IoT applications has been presented. The main available results from the literature have been revised, highlighting the challenging issues and proposing new solutions. Aspects usually separately investigated such as signaling schemes, signal processing, receiver design and multi-reader network deployment have been presented in a unitary form, addressing the impact of each choice on the system design. In addition, new solutions based on the integration of the UWB-RFID with the current UHF-RFID technology have been proposed and discussed. It has been shown as the architectural choice is strictly applicationdependent, and must account for costs, complexity, energy efficiency, backward compatibility and performance. All the problems and solutions herein addressed can drive the design of passive UWB-RFID systems, which represent an interesting and effective candidate for the paradigm of the IoT when tag localization is a key requirement.
APPENDIX EFFECT OF DE-SPREADING ON A/D CONVERSION
It is here derived the relationship between the SQNR at the output of the ADC and of the de-spreader as a function of the number of pulses N s , as reported in Sec. IV-B. Fig. 10 shows the analyzed ADC and de-spreader scheme, where the ADC output is multiplied by the tag code, and then it is accumulated for N s times. In particular, it is possible to express the input signal X as X = x u + x c + n i (14) where x u is the useful signal component, x c is the clutter/ interference component (which mainly affects the dynamic range at the ADC input), and n i is the additive thermal noise. The useful signal component and the clutter component are assumed uniformly distributed respectively in [X min , X max ] and [−X min c , X max c ], and are considered both constant within a symbol time.
It is possible to express the quantized versionX of X aŝ X = x u + x c + n i + x (15) where x is the quantization noise error. Assume the quantization noise uniformly distributed in [0, δ], where δ corresponds to the quantization step amplitude. 15 Now, looking at the output of the accumulator, it is possible to expressŶ , under the hypothesis of zero mean code, aŝ Y = N s x u + n out + y (16) where n out is given by n out = n . The SQNR SQNR in and SQNR out at the output of the ADC and of the accumulator, respectively, are
15 Assuming that a sufficient number of quantization bits is adopted and that the sum of signal and noise is above the quantization step. and
where E {Z } is the expected value of the random variable Z . In the following, the relationship between E 2 y and E 2 x is derived. In particular, it is possible to write the second-order moment of y as 
Expression (19) is now made particular in the low SNR case, where the thermal noise amplitude is larger than the quantization step and the useful signal amplitude, which is the condition of interest for the UWB-RFID system. In this case, it is possible to assume that x i and x j are independent (due to the Gaussian thermal noise), obtaining
As a consequence, it is possible to write
which gives, from (18), SQNR out = N s SQNR in , showing the process gain of N s for the SQNR introduced by the de-spreading process.
